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THE MAILING DATE OF THIS COMMUNICATION. 
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DETAILED ACTION 

Claims 1-12 have been examined. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the basis for 
the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

Claims 1-2 and 4-9 are rejected under 35 U.S.C. 102(b) as being anticipated by Davis, U.S. 
Patent No. 5,805,712. 

As per claim 1, the applicant describes an information processing apparatus with the following 
limitations which are anticipated by Davis: 

a) a control device for performing predetermined processing of information (Col 8, lines 2-4); 

b) a bus for interconnecting said control device and other component devices of said information 
processing apparatus (Col 8, lines 5-6); 

c) characterized in that said control device is integrated on a single semiconductor chip in which 
key information is generated and in which sensitive information is encrypted (Col 8, lines 7-10). 

As per claim 2, the applicant describes the information processing apparatus of claim 1 , which is 
anticipated by Davis (see above), with the following additional limitation which is also anticipated by 
Davis: 

Wherein said control device comprises an external bus controller for preventing non-encrypted 
sensitive information from being output onto said bus (Col 5, lines 54-67; Col 6, lines 1-7); 
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The applicant should note the lengthy process which the system goes through in order to ensure 
that the public/private key pair is unique. Since all the information is sensitive in Davis' system, data is 
only output to the bus when it is protected. In a similar fashion, data is only output to the bus in the 
applicant's system when it is protected. 

As per claim 4, the applicant describes the information processing apparatus of claim 1 , which is 
anticipated by Davis (see above), with the following additional limitation which is also anticipated by 
Davis: 

Wherein a memory device is provided for storing information encrypted by said control device 
(Col 8, lines 13-17). 

As per claim 5, the applicant describes the information processing apparatus of claim 1 , which is 
anticipated by Davis (see above), with the following additional limitation which is also anticipated by 
Davis: 

Wherein said control device comprises means for decrypting encrypted information at an 
information write operation (Col 8, lines 13-17); 

The applicant should note that the digital certificate at the write operation (storage) comprises 
means for decrypting encrypted input information. 

As per claim 6, the applicant describes the information processing apparatus of claim 5, which is 
anticipated by Davis (see above), with the following additional limitation which is also anticipated by 
Davis: 

a) wherein said information processing apparatus is connected to a different information 
processing apparatus through a network (Col 10, 11-15); 

b) wherein said information processing apparatus decrypts encrypted information which is 
received from said different information processing apparatus (Col 3, lines 27-30). 
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The applicant should note that the hardware device can transmit information to another device 
through a network using a transceiver. 

As per claim 7. the applicant describes the information processing apparatus of claim 1, which is 
anticipated by Davis (see above), with the following additional limitation which is also anticipated by 
Davis: 

Wherein a plurality of said processing devices are provided, and cryptographic processing is 
carried out in each of said processing devices (Col 6, lines 9-32). 

As per claim 8, the applicant describes the information processing apparatus of claim 1, which is 
anticipated by Davis (see above), with the following additional limitation which is also anticipated by 
Davis: 

Wherein said processing device comprises means for receiving an encrypted program and for 
carrying out decryption thereof (Col 6, lines 9-32). 

As per claim 9, the applicant describes the information processing apparatus of claim 1, which is 
anticipated by Davis (see above), with the following additional limitations which are also anticipated by 
Davis: 

a) a microprocessor for carrying out said predetermined processing (Col 8, lines 3-4); 

b) a cryptographic algorithm memory device for storing an algorithm for information cryptographic 
processing (Col 8, lines 32-35); 

c) a cryptographic processing device for carrying out cryptographic processing according to said 
algorithm (Col 8, lines 40-52); 

d) a microprocessor bus for interconnecting said microprocessor, said cryptographic processing 
algorithm memory device, and said cryptographic processing device (Col 8, lines 5-6). 
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Claims 10-12 are rejected under 35 U.S.C. 102(b) as being anticipated by Nagel, U.S. Patent No. 
5,592.549. 

As per claim 10, the applicant describes the following which is anticipated by Nagel: 
5 a) a disk system controller, including a processing device for carrying out information processing 

to control a magnetic disk for storing encrypted information (Col 3, lines 33-36) 

b) characterized in that, upon receipt of a request for reading out said encrypted information, key 
information is generated, encrypted file location information indicating a location of information stored on 
said magnetic disk is read out of said magnetic disk, said encrypted file location information thus read out 
10 is decrypted in a semiconductor chip on which said processing device is integrated, and according to the 
decrypted file location information, said encrypted information is read out of said magnetic disk (Col 3, 
lines 37-40); 

The applicant should note that the "information retrieval device" (Col 3, line 33) is the disk system 
controller which retrieves the information. The "control device" (Col 3, line 30) is the information 
15 processing apparatus which requests that the information retrieval device take action to retrieve 
information. 

As per claim 11, the applicant describes the disk system controller of claim 10, which is 
anticipated by Nagel (see above), with the following limitation which is also anticipated by Nagel: 
20 Wherein said disk controller is connected to a plurality of magnetic disks (Col 3, lines 33-36; Col 

3, lines 41-44); 

The applicant should note that the information retrieval device, or disk system controller, is 
connected to a secure information source which is in memory and a data logging device which is also in 
memory. Furthermore, the secure information source could comprise a plurality of magnetic disks, 
25 depending on the size of the source. 
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As per claim 12, the applicant describes the disk system controller of claim 10, which is 
anticipated by Nagel (see above), with the following limitations which are also anticipated by Nagel: 

a) wherein said disk system controller is connected to an information processing apparatus (Col 
3, lines 30-32); 

b) wherein said disk system controller reads out said encrypted information from said magnetic 
disk upon receipt of a request therefrom (Col 3, lines 33-36); 

The applicant should note that the "information retrieval device" (Col 3, line 33) is the disk system 
controller which retrieves the information. The "control device" (Col 3, line 30) is the information 
processing apparatus which requests that the information retrieval device take action to retrieve 
information. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness 

rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claim 3 is rejected under 35 U.S.C. 103(a) as being unpatentable over Davis in further view of 
Hartman, U.S. Patent No. 5,224,166. 

As per claim 3, the applicant describes the information processing apparatus of claim 2, which is 
met by Davis (see above), with the following additional limitation which is met by Hartman: 

Wherein information not requiring encryption is output onto said bus through said external bus 
controller (Col 3, lines 50-57; Col 6, lines 1-5); 

Davis discloses all the limitations of claim 2. However, Davis' controller method only serves to 
prevent non-encrypted information from being output onto said bus. Thus, Davis' method fails to disclose 
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a way to allow non-encrypted information to be output to the bus. Hartman describes a method which 
regulates whether information is encrypted or non-encrypted and outputs the data accordingly to the bus 
to be stored in the internal cache. Because it is sometimes allowable for non-encrypted data to be output 
to the bus (for example if the data is not sensitive), it would have been obvious to one of ordinary skill in 
5 the art at the time the invention was filed to combine the teachings of Hartman with those of Davis. 

Claims 1-12 are rejected under 35 U.S.C. 103(a) as being unpatentable over the International 
Preliminary Examination Report (IPER). 

10 Claim 1 is rejected under JP 05-053921 in accordance with the examiner's remarks in the IPER. 

Moreover, claim 1 is also rejected under JP 64-041947 in accordance with the examiner's remarks in the 
IPER. Lastly, claim 1 is rejected under JP 10-275115 in accordance with the examiner's remarks in the 
IPER. 

15 Claim 2 is rejected on the same grounds as claim 1, on which it depends, with an additional 

limitation which is met by obviousness in accordance with the examiner's remarks in the IPER. 

Claim 3 is rejected on the same grounds as claim 2, on which it depends, with an additional 
limitation which is met my obviousness in accordance with the examiner's remarks in the IPER. 

20 

Claim 4 is rejected on the same grounds as claim 1, on which it depends, with an additional 
limitation which is rejected under JP 05-053921 and JP 64-041947 in accordance with the examiner's 
remarks in the IPER. 

25 Claim 5 is rejected on the same grounds as claim 1, on which it depends, with an additional 

limitation which is met by obviousness in accordance with the examiner's remarks in the IPER. 



Application/Control Number: 09/889,410 Page 8 

Art Unit: 2137 

Claim 6 is rejected on the same grounds as claim 5, on which it depends, with an additional 
limitation which is met by obviousness in accordance with the examiner's remarks in the IPER. 

Claim 7 is rejected on the same grounds as claim 1, on which it depends, with an additional 
limitation which is met by obviousness in accordance with the examiner's remarks in the IPER. 

Claim 8 is rejected on the same grounds as claim 1, on which it depends, with an additional 
limitation which is met by obviousness in accordance with the examiner's remarks in the IPER. 

Claim 9 is rejected under JP 05-053921 and JP 64-041947 in accordance with the examiner's 
remarks in the IPER. 

Claim 10 is rejected under JP 04-163768 in further view of JP 05-053921 and JP 64-041947 and 
in accordance with the examiner's remarks in the IPER. Claim 10 is also rejected under JP 09-044407 in 
further view of JP 05-053921, JP 64-041947, and JP 10-275115 in accordance with the examiner's 
remarks in the IPER. 

Claims 11 and 12 are rejected in further view of obviousness in accordance with the examiner's 
remarks in the IPER. 

Any inquiry concerning this communication or earlier communications from the examiner should 
be directed to Kevin Schubert whose telephone number is (571) 272-4239. The examiner can normally 
be reached on M-F 8:00-5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 
Andrew Caldwell can be reached on (571) 272-3868. The fax phone number for the organization where 
this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the Patent Application 
Information Retrieval (PAIR) system. Status information for published applications may be obtained from 
either Private PAIR or Public PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic Business Center (EBC) 
at 866-217-9197 (toll-free). 
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